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 Abstract 

The aim of this study is to draw attention to the preparation of personnel to operate maritime autonomous 
surface ships (MASS) during the digital transformation at sea. Traditional shipping has developed over 
centuries through technological progress, and currently, also through digitalisation. This situation causes 
reality to merge with virtual space, and the role of humans becomes blurred and unclear. There is a 
disharmony between technological transformation at sea and the safety environment during the current 
changes occurring in the maritime industry, and concerns about the place of human beings in the further 
development of the maritime sector. Based on her own observations made during over twenty years of 
work in the maritime industry, the Author emphasises the importance of properly qualified personnel for 
operating equipment on ships/marine vessels, as well as the role they play in the functioning of safety 
management systems. She presents a metasystem for safety management in maritime areas. Within it, 
she classifies personnel along with a set of competencies they should possess or acquire through dedi-
cated training. The Author also identifies maritime stakeholders, designers, and users as critical elements 
in ensuring safety at sea when implementing new solutions that consider technological development and 
the maritime safety environment. The study concludes with findings and indications of directions for fur-
ther staff development to ensure a culture of safety at sea, which is transitioning towards a culture of 
cyber safety at sea. 

Keywords: education, maritime personnel, safety at sea, safety management system, metasystem. 
 

Streszczenie 

Celem opracowania jest zwrócenie uwagi na przygotowanie kadr do obsługi autonomicznych statków 
nawodnych (Maritime Autonomous Surface Ship – MASS) podczas transformacji cyfrowej na morzu. 
Tradycyjna żegluga rozwija się od wieków przez postęp technologiczny a obecnie również przez cyfry-
zację. Sytuacja powoduje, że rzeczywistość przenika się z wirtualną przestrzenią, a rola człowieka staje 
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się rozmyta i niejasna. Notyfikowana jest dysharmonia pomiędzy transformacją technologiczną na mo-
rzu, a środowiskiem bezpieczeństwa, podczas współcześnie zachodzących zmian w branży morskiej 
i obawa o umiejscowienie człowieka w dalszym rozwoju przemysłu morskiego. Autorka na podstawie 
własnych obserwacji prowadzonych podczas swojej ponad dwudziestoletniej pracy w branży morskiej, 
podkreśla znaczenie odpowiednio wykwalifikowanej kadry do obsługi urządzeń na statkach/jednostkach 
morskich oraz rolę jaką pełni w funkcjonowaniu systemów zarządzania bezpieczeństwem. Przedstawia 
metasystem zarządzania bezpieczeństwem na obszarach morskich. Klasyfikuje w nim kadrę wraz z ze-
stawem kompetencji jakie powinna posiadać lub uzyskać podczas dedykowanych szkoleń. Wskazuje 
również interesariuszy morskich, projektanta i użytkownika stanowiących krytyczny element zapewnie-
nia bezpieczeństwa na morzu podczas wdrażania nowych rozwiązań uwzględniających rozwój techno-
logiczny i środowisko bezpieczeństwa na morzu. Praca kończy się wnioskami oraz wskazaniem 
kierunków dalszego rozwoju kadr dla zapewnienia kultury bezpieczeństwa na morzu, która transponuje 
w kierunku kultury cyberbezpieczeństwa na morzu. 

Słowa kluczowe: edukacja, kadra morska, bezpieczeństwo na morzu, system zarządzania bezpieczeń-
stwem, metasystem. 

Introduction 

Modern technology has become a hallmark of modern times. Automation has reduced 

human errors in the operation of various types of equipment. It has also contributed to 

the development of many areas of life and branches of the national and global economy, 

including the maritime industry, as well as to the improvement of safety during ship 

operations. Current progress is intended to benefit human beings, but there are concerns 

about artificial intelligence replacing them, and the consequences of its autonomous ac-

tions based on algorithms.  

History may come full circle, and the number of incidents at sea will begin to rise. 

This will result in the loss of human life and the degradation of the natural environment. 

Safety standards developed over decades and incorporated into maritime safety man-

agement systems may be undermined. The root of such an adverse situation could arise 

from technological developments in the maritime industry, in which threats have ex-

panded to include the cyber domain. The digitalisation of the maritime industry has 

caused system owners, individual users (maritime stakeholders), and even the entire 

maritime sector, together with related sectors of national economies, to face similar, or 

even identical, challenges arising from the disharmony between technological progress 

and the need to ensure safety at sea.  

Therefore, the aim of this study is to draw attention to the preparation of personnel 

to operate increasingly technologically advanced equipment installed on ships, func-

tioning within cyberspace, and the emerging maritime autonomous surface ships 

(MASS) during digital transformation at sea. MASS should be understood as ships with 

varying levels of automation, ranging from vessels with partially automated systems 

supporting crew operations to ships with fully autonomous systems capable of assuming 

all aspects of operation without the need for human intervention. The purpose of MASS 

will be the same as that of conventionally operated maritime ships (vessels) today; they 
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will continue to transport various types of cargo and perform many specialised tasks and 

operations at sea, with the difference that navigation and operation will be possible from 

a remote location away from the vessel. These solutions allow for limiting direct human 

intervention (crew on board) both in the operation of equipment within the automatic 

control system and in the management of the systems with which the MASS will be 

equipped.  

This raises the question of what role human beings should play during technologi-

cal transformation and what skills should they have to ensure safety in the emerging 

new environment, where tradition meets modernity.  

Based on her own observations of the operation of safety management systems and 

the digitalisation of the maritime industry, the Author presents a metasystem for safety 

management in maritime areas that goes beyond the previously adopted frameworks for 

constructing safety management systems. It becomes hierarchically superior to the es-

tablished safety management systems. Within it, she identifies software and equipment 

designers, as well as their users and maritime stakeholders. They are critical elements 

in ensuring safety at sea and should possess a set of competencies that enable them to 

prepare and implement new solutions, considering technological development and the 

safety environment at sea. Such an approach will draw attention to the need to ensure 

harmony between technological transformation and the safety environment, with a clear 

focus on the role of human beings as the centre of change.  

The structure of the study allows for a comprehensive understanding of the prob-

lem and encourages readers to reflect and draw conclusions about the future role of 

human beings in the operation of marine vessels. The study is divided into an introduc-

tion, three substantive sections, a discussion, and conclusions. The first part examines 

the structure of the safety management system, which is transposed into a safety man-

agement metasystem, positioning it within the maritime cybersecurity domain and the 

role of participants within it. The second part classifies personnel and highlights the 

importance of preparing competent staff to work during the digital transformation of the 

maritime industry and the development of autonomous shipping, including the roles of 

designers and users within the metasystem. The third part of the paper offers a proposal 

for personnel training programmes to ensure safe navigation in maritime areas. The 

study proposes a discussion on the importance of the human role (ship crew/MASS) in 

promoting a culture of safety at sea to ensure navigational safety in a given area, which 

is transitioning towards a culture of cyber safety at sea. The study ends with synthetic 

conclusions. 

The intensification of digitalisation development at sea gives most people a sense 

of unfamiliarity with the profoundness of the issue at hand and its global implications. 

At present, there is a lack of specialised knowledge in both the cyber and maritime do-

mains, where transcontinental and cross-border trade is conducted. Experts from both 

the maritime and cyber worlds are transcending this divide, attempting to find synergies 
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and common ground between the two; however, these are most often observed at a tech-

nical level rather than within an organised system that accounts for the mutual correla-

tions of all maritime stakeholders involved in maritime transport (Ralby & Bochman, 

2021). As a result, it is extremely difficult to have an informed discussion about the 

maritime environment, which is entering a new era of digitalisation, while simultane-

ously ensuring the permanent role of human beings in securing the safety of autonomous 

navigation.  

Regardless of forecasts regarding the deployment of MASS, a vision emerges of  

a “transition period,” during which ships with varying degrees of autonomy, as well as 

conventional vessels, will operate in maritime areas. This will represent a collision be-

tween automated tradition and autonomous modernity. Therefore, this period must be 

properly organised and safeguarded against various risks to maritime navigation and the 

timely delivery of cargo transported by sea. It is necessary to consider events that could 

pose a threat to human life and health, the marine environment and property, or cause 

disruption to ongoing physical operations in marine areas and cyberspace.  

It is necessary to define a process for identifying the competencies and responsi-

bilities of personnel, taking into account the introduction of MASS and the need to en-

sure adequate staffing. At the same time, the question arises as to how individual 

personnel operating MASS should be prepared to ensure that their competencies are 

compatible with their duties and the functions they perform in MASS operation. To 

date, no mandatory training programmes for MASS operation have been issued, 

whether internal training conducted on board ships, or external training conducted by 

training centres accredited by maritime administrations based on the requirements of 

the STCW ’95 Convention and IMO model courses. Digitalisation at sea means that the 

competencies of maritime personnel should also cover the operation of ships within cy-

berspace. This suggests that the current maritime safety management systems are inad-

equate. These systems should not only account for their users but also for those who 

design the systems, installations, equipment and associated software. These designers 

represent the source of the system, which determines its effectiveness and efficiency. 

The authors of the study The Concept of a Metasystem Model (Gliszczyński & Pana-

siewicz, 2018) expanded the understanding of management system theory and proposed 

a management metasystem. They concluded that additional elements shaping the system 

make it hierarchically superior to the previously adopted systems. It considers the dy-

namics of change and the complexity of the participants within the system. 

Metasystem for safety management in the maritime cybersecurity domain 

The safety management metasystem includes elements that were not previously in-

cluded within the structure of safety management systems established by law and im-

plemented to meet the needs of a given organisation or shipping company, but they 
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significantly determine the effectiveness of a traditionally understood management sys-

tem.  

Contemporary maritime transport “navigates” turbulent waters generated by cyber 

threats, seeking an appropriate and safe route to enable cargo transportation by sea. At 

present, when there is a disharmony between the safety environment and technological 

development, the readiness of all maritime stakeholders to work together is required to 

meet the challenge of ensuring cybersecurity in maritime transportation. This constitutes 

a substantial challenge, because the maritime domain is beginning to coexist with the 

cybersecurity domain. Cybersecurity has developed as a result of digital transformation, 

reaching offshore operations and realising its full potential. The maritime domain and 

the cybersecurity domain closely correlate to form a common maritime cybersecurity 

domain. Each domain co-creates its own attributes, which primarily shape the safety 

and functionality of the various human activities conducted at sea (Figure 1). The com-

bination of new environments means that a significant role is played not only by users 

but also by designers. This results in a system that is hierarchically superior to those 

previously adopted, covering safety management within the maritime cybersecurity do-

main. Such a solution may be a step towards developing a concept that integrates the 

maritime domain with the cyber domain and ensures an adequate level of safety during 

technological transformation at sea. 

Figure 1 

Positioning of the maritime cybersecurity domain in correlation with the maritime  

domain and the cybersecurity domain 

 

Source: Author’s own elaboration based on: Bratić et al., 2019. 

 
The resulting metasystem captures the ongoing transformation, focusing on the 

sources of construction of safety management systems at sea represented by various 

maritime stakeholders (Figure 2), their mutual interactions, and the designers of these 

systems along with their users.  
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Figure 2 

Maritime stakeholders 

 

Source: Author’s own elaboration. 

In addition to the developed metasystem, an interpretative paradigm emerges, 

which involves taking into account subjective sources of data processed on the basis of 

knowledge, while allowing the implementation of new solutions under conditions of 

uncertainty resulting from the inability to predict phenomena occurring in the new 

method of maritime transport within the cyber domain, taking into account the devel-

opment of autonomy in shipping, including the game-changer of maritime transport of-

fered by MASS. The maritime safety management metasystem, shown in Figure 3, 

includes elements that were not previously considered within the structure of safety 

management systems. Its structures incorporate designers of systems, equipment, soft-

ware, spare parts, etc., as well as users of these designed and implemented solutions. 

It provides the skills needed to prepare and implement such new solutions, adapting 

to technological developments and the cybersecurity environment while considering 

how this system will be used over time.  
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Figure 3 

Maritime cybersecurity management metasystem in maritime transport business and 

retail customers of the transport system 

 
Source: Author’s own elaboration 

Staff competencies during the digital transformation of the maritime  

industry and the development of autonomous shipping 

A conventional ship, in accordance with the provisions of SOLAS ’74 (International 

Maritime Organization, 2014) and its Chapter V, Regulation 141 is manned with a suf-

ficiently large and competent crew, in accordance with the minimum safe manning cer-

tificate. The crew is a full-time team of persons operating a ship/marine vessel, holding 

the appropriate diplomas and certificates authorising them to occupy specific positions 

and perform associated duties. The requirements that the crew must meet in order to be 

embarked on a ship and carry out tasks are specified in the International Convention on 

Standard of Training, Certification and Watchkeeping for Seafarers (STCW ’95), as 

                                                 
1 Section 1: “The Contracting Governments, each in respect of its fleet, shall take steps 

to establish and observe such rules as to ensure that each ship is manned by competent and 

sufficiently numerous crews”. 
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well as in the Certificate of Safe Manning, which is issued by the administration of the 

flag state for the ship/marine vessel in question. The staffing requirements for maritime 

autonomous surface ships have not yet been established. Work is ongoing to prepare 

international legislation during IMO Committee meetings, for example at the 108th ses-

sion of the MSC Committee, which deals with autonomous shipping within the IMO, 

as well as through research projects such as MASSPeople (MASS World, 2023). How-

ever, a fundamental question arises as to whether it is possible to completely eliminate 

human involvement in maritime transportation. Human participation and activity, at 

least at this stage of technological development, cannot be entirely removed. Moreover, 

the variety of processes in which humans must be involved to ensure safety in maritime 

areas cannot be completely eliminated. Appropriate staff to ensure the safe operation of 

this type of vessel will need to be identified, depending on the level of MASS automa-

tion (Bratić at al., 2019). There are four levels of automation:  

Level 1. Ship equipped with automated decision process support systems. Sea-

farers are on board to operate and control shipboard systems and functions. Some oper-

ations may be automated and occasionally run unattended, but the seafarers on board 

are ready to take control.  

Level 2. Remotely controlled ship with seafarers aboard. The ship is controlled 

and operated from another location. Seafarers are on board and can take control and 

operate shipboard systems and functions.  

Level 3. Remotely controlled ship without seafarers aboard. The ship is con-

trolled and operated from another location. 

Level 4. Fully autonomous ship. The ship’s operating system is capable of mak-

ing decisions and determining actions on its own. 

When presenting the current distribution of MASS autonomy, it is important not 

to forget the existing automation on ships, which has served as the foundation for further 

expansion and development of autonomy in maritime transport. For the purpose of 

maintaining a chronology of the development of autonomous navigation capabilities, 

the Author has introduced the concept of Level 0 autonomy. This refers to the modern 

automation of conventional ships, which are equipped with integrated systems used dur-

ing the operation of vessels.  

It seems unlikely that a person could be placed behind the digital controls of a ship, 

navigating it without any knowledge of traditional navigation, real-time observation of 

the vessel’s movement, or practical experience in manoeuvring a MASS. Moreover, it 

would be difficult to imagine that such a person would be able to operate the systems or 

even monitor the operational parameters of systems on the MASS and in the remote-

control centre. However, this vision of future capabilities is already beginning to take 

shape. The pragmatics of the required composition of MASS crews and the competen-

cies of individuals responsible for MASS operation have not yet been properly investi-

gated, though research in this direction is ongoing.  



PERSONNEL EDUCATION DURING THE DEVELOPMENT OF AUTONOMOUS SHIPPING  

4(60)/2025  141 

At present, there is a feeling that technology is outpacing the competency training 

of seafarers. This represents a particular weakness that is currently difficult to overcome 

and constitutes a gap that needs to be filled as quickly as possible to surpass certain 

barriers and human limitations in competencies, which are inherent to human nature. 

There is more to this, because the introduction of remote and autonomous technology 

brings new methods of operation to the maritime sector, and even a competent team 

ensuring navigational safety may not resolve various problems arising from the contin-

ued presence of conventional ships along shipping routes.  

A topic that continues to be widely discussed is what set of competencies should 

be possessed by personnel to operate MASS, while also being prepared for challenges 

that arise during the development of autonomous shipping in its various aspects. Com-

petence is a set of attributes: knowledge, qualifications, skills, as well as internal pre-

dispositions reflecting an individual’s potential for development (Walczak, 2015). The 

issue of having a competency set composed of these attributes enables crews of conven-

tional ships to perform the tasks assigned to the position and ensures the safe operation 

of the vessel. The question arises as to how these attributes can be applied to personnel 

competencies in the era of digital transformation at sea, and whether they will remain 

relevant in the age of artificial intelligence, including learning AI adapted to perform 

tasks during MASS operation. 

The preparation of personnel to operate MASS, regardless of the level of auton-

omy, generates the creation of a new competency set, as it involves combination of 

knowledge of the operation of devices and systems with practical application and main-

taining readiness to respond to emergencies. This is a forward-looking direction, ori-

ented towards the transition to remote and autonomous technology, which is already 

changing the way the maritime industry and its associated stakeholders operate. The 

assumptions underlying the development of modern technologies and digitalisation aim 

to create a safe and friendly environment in which progress is compatible with the safety 

environment. Therefore, it is now necessary to lay a solid foundation and identify prob-

lems, risks, and opportunities to shape a safety system that, in certain areas, will operate 

beyond human control and function solely within a virtual safety environment. It is cru-

cial to make these efforts now and address many difficult questions regarding the de-

velopment of autonomy in shipping, the deployment of MASS with varying degrees of 

autonomy, and the proper management of vessel operations to ensure safety in maritime 

areas in the era of digital transformation. Table 1 presents a competency set for person-

nel: those on board the MASS, referred to as the MASS crew, and personnel located off 

the MASS, referred to as the remote crew, to ensure the safe operation of the MASS. 

Competencies are also indicated for the individual designated MASS individual, who 

will act as the link between the ship, the shore, and the remote MASS operator. 
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Table 1 

Matrix of minimum requirements for the MASS crew on board and in the remote-

control centre 

Scope 
MASS 

Crew 

Remote 

Crew 

Designated 

MASS 

Individual 

Knowledge of autonomous or automated systems on 

board the MASS, combined with situational aware-

ness, collision avoidance, automatic route tracking, 

cybersecurity, propulsion system, etc. 

Yes  Yes Yes 

Knowledge of autonomous or automated systems on 

board the MASS and RCC, combined with situational 

awareness, collision avoidance, automatic route 

tracking, cybersecurity, propulsion system, etc.  

No Yes  Yes 

Demonstration of roles and responsibilities of sea-

farers on board the MASS, including the division of 

roles between the autonomous or automated system 

and the seafarers on board 

Yes  No, but 

knowledge 

of system 

operation – 

yes  

No, but 

knowledge 

of system 

operation – 

yes 

Demonstration of roles and responsibilities of the 

RCO, including the assignment of roles between the 

autonomous or automated system and the seafarers 

on board 

No  Yes  Yes 

Knowledge of the operational design domain 

(ODD) of autonomous or automated MASS systems 

Yes  Yes  Yes 

Ability to apply risk assessment to each MASS  

operation 

Yes  Yes  Yes 

Management skills to deal with significant hazards 

when using autonomous or automated systems 

Yes  Yes  Yes 

Perform tasks in accordance with the position and  

function held  

   

Have the competence and experience as officers 

qualified according to relevant STCW requirements 

According 

to position 

held  

Yes  Yes,  

maritime  

diploma at 

management 

level 

Responsible for proper operation in accordance with 

the MASS responsibility matrix 

Yes  Not  

applicable  

Manage and 

make the fi-

nal decision 

Know the operation of autonomous or automated  

systems on the MASS 

Yes  Yes  Yes 

Understand the operational design domain (ODD) 

of MASS systems 

Yes  Yes  Yes 

Have knowledge and skills to immediately take con-

trol of the MASS from the system and manually 

Yes  Yes  Yes 
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Scope 
MASS 

Crew 

Remote 

Crew 

Designated 

MASS 

Individual 

command it if autonomous or automated systems 

malfunction or operate outside the ODD 

The RCO should ensure that responsibility for the 

safe and proper operation of the MASS is clearly 

defined with the captain onboard the MASS if sea-

farers are present 

Yes  Yes  Yes 

The RCO should maintain communication between 

the RCC and the MASS at all times during opera-

tion, and in the event of a communication failure, 

the RCO should switch to the backup communica-

tion system to ensure continuous MASS operation 

If feasible Yes  Not  

applicable 

The RCO should carry out periodic maintenance and 

recording of instruments configured for safe and reli-

able operation, as well as continuous monitoring at 

the RCC, in accordance with the instructions or rec-

ommendations of the manufacturer or system pro-

vider. Competency requirements for the RCO 

Not  

applicable 

Yes  Not  

applicable 

Manage and command the MASS No  No  Yes 

Source: Author’s own elaboration based on the MASS Code Project 

 
Table 1 provides an overview of the requirements that personnel involved in 

MASS operation should meet. At the same time, considering current needs and the dy-

namics of digital transformation, dedicated training programmes are required. They will 

allow for the preparation of an appropriate teaching base and the training of competent 

personnel ready to assume positions on the MASS. 

Personnel training programmes to ensure safe navigation in maritime areas  

Table 2 presents the proposed thematic training modules, introducing the scope of train-

ing defined in the study (Oruc et al., 2024). The duration of such training is presented 

based on expert opinions. The content specifies in detail the topics of individual training 

modules for offshore and onshore employees of the shipowner/ship manager. However, 

in order to better reflect the spectrum of other participants, the individual modules have 

been expanded to include topics related to cybersecurity management system audits. 

Considering the development of autonomous shipping and the introduction of MASS 

exploration, and therefore the navigation of maritime areas by both MASS with varying 

degrees of autonomy and conventional ships, a training module has been included for 

crews operating during the “transitional” period, as well as for remote operators and 

onshore control centres (Saha, 2023). The scopes of training phases meet the current 

needs for organising appropriate training programmes for seafarers. 
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Table 2 

Cybersecurity training modules for ship crews and onshore personnel 

Module number 

Module name 

Module scope Training participants Duration 

Module 1 

Cybersecurity fun-

damentals – basic 

level 

Basic knowledge of potential 

sources of cyber risks, applica-

tion of security measures to re-

duce the likelihood of incidents, 

safe network use, and device pro-

tection. Fundamentals of cyber 

hygiene and incident reporting. 

Personnel – All  

maritime stakeholders  

5 h 

Module 2 

Cybersecurity fun-

damentals –  

advanced level 

Advanced knowledge of cyberse-

curity for IT, OT, and IIoT sys-

tems, types of cyber threats, 

actions of cyber actors, their mo-

tivations, and consequences of 

their activities 

Crew operating bridge, 

engine, cargo, and 

other equipment  

Onshore personnel re-

sponsible for technical 

and operational secu-

rity, as well as repre-

sentatives of state 

institutions 

7 h 

Module 3 

Legal requirements 

– implementation 

Knowledge of current and future 

regulatory requirements for cy-

bersecurity and information secu-

rity, implementation of these 

requirements, and consequences 

of non-compliance for cyberse-

curity, 

Computer network op-

erators, personnel in 

managerial positions at 

shipowner/operator 

5 h 

Module 4 

Cybersecurity  

management within 

safety management 

systems  

Knowledge of developing, im-

plementing, and maintaining  

a cybersecurity management 

plan, organisation of exercises 

and training in cybersecurity, 

preparation of documentation, 

such as policies, procedures, 

checklists, etc. 

personnel responsible 

for security and safety 

management at ship-

owner/operator 

24 h 

Module 5 

Cyber risk manage-

ment and cyber  

resource protection 

methods 

Knowledge of cyber risk man-

agement, ensuring risk mitigation 

and continuous monitoring of 

risk levels. Familiarisation with 

methods and tools for controlling 

data security. 

Computer network op-

erators, personnel in 

managerial positions at 

shipowner/operator. 

Crew operating bridge, 

engine, cargo, and 

other equipment  

Onshore personnel re-

sponsible for technical 

and operational secu-

rity. 

24 h 
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Module number 

Module name 

Module scope Training participants Duration 

Module 6 

Critical onboard 

systems  

Knowledge of cybersecurity vul-

nerabilities of integrated naviga-

tion systems, cargo systems, 

crew and passenger control and 

clearance systems, safety man-

agement systems, and connectiv-

ity and communication systems. 

All crew members em-

ployed in the deck de-

partment.  

All technical depart-

ment personnel of the 

shipowner/operator 

40 h 

Module 7 

Critical machinery 

systems  

Knowledge of cybersecurity vul-

nerabilities for power manage-

ment and control, steering, 

propulsion, electrical, and other 

systems. 

All crew members em-

ployed in the engine, 

electrical, or mainte-

nance departments.  

All technical depart-

ment personnel of the 

shipowner/operator 

40 h 

Module 8 

Conducting system 

inspections 

Knowledge of required standards 

for SIRE 2.0, CDI, TSMA, etc., 

for conducting system inspec-

tions on ships. 

Specialists from IT, cy-

bersecurity, and audit 

departments 

32 h 

Module 9 

Auditing  

cybersecurity  

management  

systems 

Knowledge of auditing methods 

in accordance with national cy-

bersecurity regulations. Familiar-

ity with methodologies for 

supervising and managing IT 

methods in the company. 

Personnel in manage-

rial positions of the 

shipowner/operator. 

 

35 h 

Module 10 

Communication  

and technology  

Acquiring knowledge of opera-

tional technology, IT methods, 

interfaces, functioning, and cy-

bersecurity principles and 

measures. Familiarity with com-

munication channels and their 

protection. Understanding cyber 

threats that could disrupt connec-

tivity and communication. 

Watchkeeping crew in 

the deck and engine de-

partments responsible 

for connectivity, com-

munication, and tech-

nical support 

40 h 

Module 11 

Advanced  

cybersecurity tool 

application skills 

Acquiring knowledge of ad-

vanced technical skills for detect-

ing system malfunctions, using 

cyber protection tools, and re-

porting rules. 

Specialists from cyber-

security, IT, auditing, 

control, and other de-

partments. 

90 h 

Module 12 

System operation  

at onshore control  

centre 

Knowledge of navigation, ma-

chinery, cargo, and communica-

tion systems, ensuring 

cybersecurity during communi-

cation. Communication protocols 

between the ship and MASS, 

knowledge of information secu-

rity, cybersecurity management, 

Operators at remote 

control centre. 

Employees of compa-

nies managing the cen-

tres, responsible for 

technical support, sys-

210 h 
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Module number 

Module name 

Module scope Training participants Duration 

reporting and notifying anoma-

lies. Familiarity with OT/IT, IoT, 

IIoT, and other technologies. 

tem setup, manage-

ment, communication, 

etc. 

Module 13 

Crisis response team 

at onshore control 

centre 

Knowledge of communication in 

emergency situations, ability to 

apply emergency tools in case of 

failure or loss of connectivity, in-

cluding navigation, machinery, 

cargo, and communication sys-

tems, ensuring cybersecurity dur-

ing communication. Emergency 

communication protocols be-

tween the emergency centre and 

MASS, knowledge of infor-

mation security, cybersecurity 

management, reporting and noti-

fying anomalies. Familiarity with 

OT/IT, IoT, IIoT, and other tech-

nologies. Knowledge of crisis 

management and cooperation 

with relevant emergency re-

sponse services. 

Operators at remote 

control centre in emer-

gency management po-

sitions 

Employees of compa-

nies managing the cen-

tres, responsible for 

technical support, sys-

tem setup, manage-

ment, communication, 

etc. 

290 h 

Source: Author’s own elaboration based on: Oruc et al., 2024, Grabowski, et al., 2018; 

Sanfilippo, 2017. 

  

The training module proposals presented in Table 2 cover both offshore and on-

shore personnel employed on ships, MASS 1 and 2, at shipowner/ship management of-

fices, as well as in remote control centres. There are no specific requirements for 

maritime administration inspectors and classification society personnel; it was only in-

dicated that representatives of these entities should complete Modules I and II. It is as-

sumed that they will have sufficiently advanced knowledge when employed in audit 

positions. Training completion and obtaining a certificate of passing the test is only  

a step in the ongoing development of competencies within the emerging and evolving 

virtual safety environment, in which ships operate in increasingly advanced ways. 

Therefore, the next step is to verify knowledge and skills to ensure that the competence 

team is at an appropriate level. 

Discussion on the human factor in the safety culture  

within the maritime cyber domain 

For thousands of years, human beings have taken advantage of the opportunities offered 

by the sea. However, despite the long time that has passed since the first maritime voy-

ages carrying goods on boats, the sea still seems esoteric to many, and maritime issues 

appear to be beyond sight and understanding. One could even go so far as to say that 
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the world’s population is profoundly, yet incorrectly, fixated on the sea, failing to rec-

ognise current civilisational threats in both technological and human dimensions, due to 

the still largely unexplored possibilities offered by the broadly understood maritime en-

vironment with all its potential. However, a fundamental question arises as to whether 

it is possible to completely eliminate human involvement in maritime transportation. 

The issue of safety culture at sea certainly does not indicate such a solution, because 

analysing the records of safety culture, which demonstrate improvements in ship devel-

opment trends, reveals a significant human role at every stage of ship operation, from 

the design stage through to the transport of cargo by sea to the port of destination.  

A machine will not be able to learn all the solutions that a human can devise, whether 

in positive or negative aspects, but it will undoubtedly make a significant contribution 

to supporting the decision-making process on board.  

Human participation and activity, at least at this stage of technological develop-

ment, cannot be entirely removed. This is evidenced by the presented scope of compe-

tence and training programmes for personnel being prepared to operate MASS. For now, 

the variety of processes in which humans must be involved during maritime transport 

to ensure navigational safety cannot be eliminated. Furthermore, organising work is 

challenging. This is due to the combination of the maritime environment with the cyber 

environment, as well as the current perception in which the cyber world is equally eso-

teric, often regarded as the domain of mysterious hackers skilled to accomplish tasks 

which are seemingly impossible for others (Ralby & Bochman, 2021). Moreover, the 

intersection of maritime issues and cybersecurity gives most people a sense of unfamil-

iarity with the profoundness of the issue at hand and its global implications. Although 

experts from both the maritime and cyber worlds are transcending this divide, attempt-

ing to find synergies and common ground between the two, these are usually limited to 

the technical and tactical levels, rather than a holistic and organised system of mutual 

correlations between maritime stakeholders. As a result, a metasystem is proposed, en-

compassing maritime stakeholders, designers, and users, who constitute critical compo-

nents in the execution of tasks by each maritime stakeholder during digital 

transformation. 

As a result, it is extremely difficult to have an informed discussion about the mar-

itime environment, which is entering a new era of digitalised maritime environment 

within cyberspace, due to the development of autonomous shipping and the planned 

2032 release of the international Maritime Autonomous Surface Ships Code (MASS 

Code), which will regulate the operation of autonomous marine vessels.  

The proposed metasystem is hierarchically superior to the management systems 

adopted to date and includes all participants of this system, namely maritime stakehold-

ers, along with assigned designers and users. The implementation of new solutions re-

quires the extension of the existing safety culture at sea to include its digital dimension. 
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Cybersecurity culture is understood as: people’s knowledge, beliefs, perceptions, atti-

tudes, assumptions, norms, and values regarding cybersecurity, and how these manifest 

themselves in people’s behaviour in relation to information technology. Its implemen-

tation is primarily aimed at sharing experience in the context of cybersecurity, fostering 

appropriate social attitudes by raising awareness and emphasising the necessity of un-

derstanding and applying cybersecurity principles to ensure safety at sea in the era of 

technological transformation (Mrozowska et al., 2016, 13). Figure 4 shows the elements 

that make up maritime cybersecurity Culture. 

Figure 4 

Elements of maritime Cybersecurity Culture 

Source: Author’s own elaboration. 

Conclusions  

This study aimed to highlight the need for personnel to be prepared to operate Maritime 

Autonomous Surface Ships (MASS) during the digital transformation at sea. The 

planned disappearance of crews from maritime work and their replacement by automa-

tion seems difficult, since the currently adopted legal regime is strongly anthropocentric 

and considers human beings to be a fundamental “element” in ensuring navigational 

safety. A certain paradox arises because automation has reduced the human role and 

contributed to a decrease in accidents at sea, so following this logic, eliminating human 

beings from maritime work will contribute to zero accidents at sea. The mere absence 

of human beings on board would indeed result in zero recorded accidents involving 

MASS in statistics, since human beings would no longer be present. However, human 
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beings will still be responsible for decision-making and overseeing the operation of 

equipment and systems. This situation should be maintained, so that history does not 

come full circle and the adopted mechanisms in automation do not pose a threat to us in 

the era of development of artificial intelligence and machine learning. Therefore, the 

proposed structure of a metasystem for maritime safety management has been intro-

duced, encompassing maritime stakeholders, as well as designers and users themselves.  

However, the question of situational awareness at sea when two ships with differ-

ent operating systems set out on their voyages and meet on a collision course remains 

unanswered. Solutions proposed by system designers and operational awareness are in-

dicated by them as prepared. Therefore, these designers constitute a key element of the 

created metasystem, because the designers of devices, in which the device’s functions 

are encoded through software, are required to adhere to an appropriate level of ethics, 

while users must possess the competencies necessary to detect anomalies before a threat 

materialises. The training programmes emphasise the complexity of introducing MASS 

and the time required for stakeholders to understand operational techniques according 

to their level of competence. Most importantly, they must be aware of potential threats 

to navigational safety in maritime areas and the resulting disruption to regional and 

global navigation.  
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